‘ GOVERNMENT OF KERALA i
, ’ Abstract
Information Technology Department — Introductlon of Back Up Pohcy to e~
Governance appllcatlon being implemented by Government
 Departments/Organisations - Orders issued. -
‘ . INFORMATION TECHNOLOGY (B} DEPARTMENT
G.O. (MS)No 10/ 2010/ITD 5o Dated Thnuvananthapuram, 05.03.2010

ORDER

Government Departments and Orgamsatfons are in the process of
1mplementmg e- Governance apphcatlons and creatzng electromc records There
isa chance for loss of electronic records data and in the event of an equlpment"
fazlure or physical and cyber dlsaster A Backup Pohcy has become 1mportant to( .
~ ensure that the electronic recorda (apphcatlon and databases) are not. lost due to
equ1pment fallure or physmal and cyber dlsaster The pohcy would help the
- Government Departments / Orgamsatlons to take action to back up electromc
‘records to mmlmze the risk of such loss.

, In the c1rcumstances Government are pleased to approve the Back Up
) ‘Policy annexed to this Government Order, and»'the_Pohcy is made apphcable to
all' e-Governance | applications ‘~ being implemented by ,Government
Departments/ Organizations with immediate effcct'; L N

By Order of the Governor
- DR. AJAY KUMAR

'_ . PRINCIPAL SECRETARY T0 GOVERNMENT
To ’ '
: Addltlonal Chief Secretaries, Pr1nc1pa1 Secretarxea, Secretar 1€8..
All Departments in the Secretariat : :
All Heads of Departments - . . ' ~
The Director, Kerala State IT Mission - He is requested to upload the -
Government Order in the KSITM webs:te ‘ :
~ The Director, IKM ‘
General Administration (SC) Department
Stock File /Ofﬁce copy

Copy to: PA to Principal Secretary (IT) - |
| ) " Forwarded/By ofder
© Section OAfﬁcelr



Governance Data Centre

Government of Kerala

l Overvuw

BACKUP POLICY

- This policy dehnes 1he 'wkup pollcy 101 cumputexs w-locatud in the e-

Giovernance Data Centre, Govt.”of Kerala. These systems are typically servers with
“internal hard disks / disk arraysTor. SAN / NAS based storages Servers expected to be

; 2. l’urpose

-backed up include database SCI’VCI‘S apphcanon servers, web SErvers, m:ul servers elc.

e

R lns polu,y is desngm,d to: prou.ct ddtﬂ in the wmputws to be sure it is not lost

“and can be recovered in the event of an cqmpmuﬂ lanlmu mtcntmrml destruction of’

dala or dzsastu in the data oentre

- 3. Def' nmons

(i)
iy
'(i'i‘i)

{iv}

Bdbkup 'I he savmg of ﬁlt,s ‘orito magnetic tape or other ofﬂmc mass stor age

- media for the purpose of prev’entmg loss of data in the evenl of equipment failure

or dc,structlon

Arc,hwal - The s-avmg of old 01 unused ﬁlcs onto nmcnctxc tape or other offline

-MAss slorage media for the purpose of releasmg, on- !me storagc room.

Restone T hu process of brmgmg off hne qtorage dala bdck irom the of‘ﬂme mcdm o
“and pu ltm 2 lt on an onling. storage system - : .

Qtox%e rcphcahon Storage rephcahon is a service in whu,h sum,d or axchwed

data is duplicated in real time over a storage area network. Storage rephcatlon

. service provides an extra measure of ledundamcy that can be invaluable if the main
" storage backup system fails. Storage replication may be done in the same storage
- array, different storage array/s in the same location or a btomgc array in a remote

‘location. Immediate access to the replicated data minimizes downtime and its

' associated costs. The service, if properly unplemented can streamline disaster
recovery processes by generatmg duplicate copies of all backed-up files on a
© continuous basis. It can also speed up and.simplity recovery from a natural or

(v)

hnman-c'tusod dxsastcu suchasa f ire, ﬂood hurrxcanc, v;rus of worm.

Disaster Recovery - ’ﬂle procc,ss pohcnes and pr: ocedures rcldted to preparing for ~
recovery or continuation of technology infrastructure critical to an ou,amzatmn-

after-a natural or human induced disaster. Disaster recovery planning is a subset -

of a larger process known as business continuity planning and should include
planning for resumption of applications, data, hardware, communications (such as

'nc‘worl\mg) and other IT infrastructure. A business  continnity plan (BCP)
“includes planning for non-IT related aspects such as. key personnel, facilities,

. Crisis communication and repuration protection, and s‘hould refer to the disaster
. 1ecove1 y p]un (DRP) for IT rclatt,d infrastructure :ecoveny / contmmty

®.
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lhxs policy applies only to backup and restore. o( data for all computers and
stma;,c ¢quipment in the e-Governance Data Centre, owned and operated by Kerala
Government Departments. This does not mclude tlu pohcws for archlval storage

‘replication and disaster recovery

Backup Tlmmg

. Full hackups are 1o be scheduled mg,htly on. Monddy luesday, Wedncbday
lhulsddy Friday Saturday and. Sunday. All tapes are to be tested on Sunday during day

time. Removal of tapes to be kept in safe locker shall be performed after testing of tapes -
are wmplucd LoadlmD new tapeb shall al:,o be performed during this ume v

6. Tape Storage

There shall be separate set of tapes for uaoh daily backup. There shall be
additional set of tapes for each Saturday of the .moath such as Saturday 1, Saturday?2,
Saturday3, Saturday4 etc. Backups performed on Saturday on the additional set shall be

kept for onc month in safe locker and used again the next month on the applicable
Saturday. Backups performed on Monday through Friday shall be kept for one week-

hhellcd

and used.again the 1ollowmg appropriate day of the week. All tapes shall be properly .

“in addition, dxfferentml back up should be laken mxdduy preferably between 1 00
‘PMand = 2.00 PM on all days mcludmg Sunday and hOhd&)’b ' ‘ a

‘Transaction Log Back up should be - done addltlonally and c0pned to a remote ‘

.Ioumon every half an hour/onc hour d‘,pendmg on system requlrements

The re.mole ’llansactlon Log Bas,k up nued not be retamed once tho nexl__ '

| ‘ dmcx ential/full backup is taken.

7. Tape Drive Cleamng

monthly

8. Monthly Backups

Every month two sets of monthly backup shall be madc One set shall be kcpt in

lhc lape drive and the other set m the safe locker
9 Age of tapes '

. The date each tape was put into service shall be recorded on the tape. T apes thal
have been used longer than six months shall be dlsuarded and replaced wnth new tapes.

A 10 Responsnblhty

\

“The b) 'stem Administrator or IT manager of each dopartmcnt or hlS delegate
from lhc, IT cell of the department shall perform all backup related activities. He / she
slmll dwuop a prochure for-testing backups and test the ab:hty to restore data from

l‘ape drives shall be cleaned wcekly and the dc.amng tape shall be changcd

£
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~~~~~

| hucl\upa ona monthly basis. The System Admlmstlatm or IT manager shall vu‘xly the
records and media and certify them on a monthly basis. Restoration of data from

backup shall be performed only by the System Administrator / IT manager after

: obuunmg, written permission from the department head.

l 1. Testing

i . . -y . . ‘ o s . .
The ability to restore data from backups shall be tested at least once in a month.

12. Data to be Backed Up.
Dam o be backcd ‘up include the followmg miormatlon

- (i) System state data
-(ii) Registry data
(lll) User data
(xv) “Applications and thexr conhgurallons

: Sy sfcms to be backed up mclude but are not lumted to

' .(1) Pwductlon database server
(i1) Production application server s :
(iii) Production web server .. el o

~(iv) Mail server.. | ‘ R SO

" (v) Domain controllers DNS servers
. (vi) . File servers

\ (vn)-" Test database server -

(vm)' Test web server

- 13. Archlves

, Archives are made at the end of every year in Deccmbm / March based on the
R au.luval policy. User account data associated with the file and manl servers are ar chived
- . one month aﬁer they have left the organlzanon -

l4 Restoratlon A SR

Usens that need files to be restored from thc ‘backups- / archlvcs must submn a

- request to the department head. Include information about the file creation date, the

~name of the file, the last tie it was changcd and 'the. datc and tlme it was deleted or
dmtmyed _ :

H Tape Storage Locatlons

Oftline tapes of archxves, ‘monthly and wcekly backups shall be storcd in a

'luLbnoof safe locker under the custody of the departmenl hcad ina dltierent buxldmg

away 1rom the data centre
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l& RéquhSibility -'
T hc B‘u.kup shal! be the l‘CSpOHblblllty of the Application Administrator whcrg
the Department has jts. own SAN and Tape Library. In case, the application uses SAN

& Tape Library of the SDC, it shall be the. luSpOnblblhly to SDC Fm(,l\ up Administrator .
to undo.,rtdke backup as. pmposuj : |

17. I)lsposalofMedu AR o R e,
Drsczu'ded ‘backup media must be disposed of in a secure way to make any kind

of recovery impbsslble. ¢.8 lhmugh physical des‘tructioh ora “sim;lar process.

-

, Al records to be dssposui of haVc 10 meet the retention mqummunta bctmc
physudl dublﬂ;«.uon of the medm

- 18. 'Re,laxaftions-

I\elaxanon to above backup may be done thh specific pcnmxsamn oi H".
Department. . g , -




